1/6 



CO 
QOOZ 

cc<< 

=r CC i 



z 
o 



z 3 

S Q 
IS 

UJ LUCO 

5 turn 

<CCS 



s 



5 <G0 

wow 
iou 

HOOO 
Z) GO DC 
<<Q_ 



Ooo 

UJ LU 



^00 

Q|oz 



2/6 

FIG.2 



MOBILE 
STATION 



ACCESS 
POINT 



c 



START 



21 



MT AUTHENTICATION 
PROCESSING 



AUTHENTICATION 
REQUEST MESSAGE 1 
(Shared Key Mode) 



AUTHENTICATION 
REQUEST MESSAGE 1 
(Challeng Text) 



3 



20 



AP AUTHENTICATION 
PROCESSING 1 



AUTHENTICATION 
REQUEST MESSAGE 2 
(Ciphered Challeng Text) 



22 



AP AUTHENTICATION 
PROCESSING 2 



AUTHENTICATION 
_ REQUEST MESSAGE 2 
(AUTHORIZED) 

ASSOCIATION REQUEST 
MESSAGE 



AP AUTHENTICATION 
PROCESSING 3 



23 
24 



ASSOCIATION 
PROCESSING 



ASSOCIATION RESPONSE 
MESSAGE 



ESTABLISH DATALINK 



COMMUNICATION 



3/6 

FIG.3 



MOBILE 
STATION 



ACCESS 
POINT 




START 



29 



NOTIFY OF FAILED 
AUTHENTICATION 



AUTHENTICATION 
REQUEST MESSAGE 1 
(Shared Key Mode) 



AUTHENTICATION 
REQUEST MESSAGE 1 
(Challeng Text) 



AUTHENTICATION 
REQUEST MESSAGE 2 
(Ciphered Challeng Text) 



J 



25 



AP AUTHENTICATION 
PROCESSING 1 



AUTHENTICATION 
REQUEST MESSAGE 2 
(REJECTED) 



27 



AP AUTHENTICATION 
PROCESSING 2 



AP AUTHENTICATION 
PROCESSING 3 



28 



4/6 



FIG.4 



^ START ^ 



NOTIFY OF 
AUTHENTIC/ 


\TION WAIT 






START AUTHENTICATION 
WAIT TIMER 



^S30 



S31 




SEND AUTHENTICATION 
RESPONSE MESSAGE 2 
(AUTHORIZED) 



AUTHENTICATION TIMER TIME-OUT 
or REJECTION INPUT 



SEND AUTHENTICATION 
RESPONSE MESSAGE 2 
(REJECTED) 



6/6 

FIG.6 



MOBILE 
STATION 



ACCESS 
POINT 



C 



START 



MT AUTHENTICATION 
PROCESSING 



AUTHENTICATION 
REQUEST MESSAGE 1 
(Shared Key Mode) 



AUTHENTICATION 
REQUEST MESSAGE 1 
(Challeng Text) 



J 



AP AUTHENTICATION 
PROCESSING 1 



AUTHENTICATION 
REQUEST MESSAGE 2 
(Ciphered Challeng Text) 



10 



AUTHENTICATION 
. REQUEST MESSAGE 2 
(AUTHORIZED) 

ASSOCIATION REQUEST 
MESSAGE 



AP AUTHENTICATION 
PROCESSING 2 



11 



ASSOCIATION 
PROCESSING 



ASSOCIATION RESPONSE 
MESSAGE 



ESTABLISH DATALINK 



COMMUNICATION 



